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To date, much attention has focused on the advantages of public-private partnerships for

critical infrastructure protection in the United States. These include reducing the duplica-

tion of effort, enhancing cross-sector communication, increasing efficiency, and ultimately

achieving the protection objectives better than government or business acting indepen-

dently. The benefits suggest that public-private partnerships will be a significant and

enduring part of critical infrastructure protection initiatives in the United States. However,

we argue that a pattern is emerging that may lead to a fracture between the appearance

and the reality of public-private partnerships in U.S. critical infrastructure protection.

Although some research has focused on specific challenges in this domain of U.S.

homeland security, comparatively little attention has been paid to thinking through the

issues facing critical infrastructure protection as a whole. We maintain that unless

concrete steps are taken to bolster public-private partnerships in critical infrastructure

protection, they will be much less effective than hoped for by U.S. homeland security

analysts.

& 2013 Elsevier B.V. All rights reserved.
1. Introduction

Since the terrorist attacks of September 11, 2001, great

progress has been made in fostering public-private sector

partnerships for U.S. critical infrastructure protection. These

public-private partnerships—which we define as collabora-

tion between a public sector (government) entity and a

private sector (for-profit) entity to achieve a specific goal or

set of objectives—have increasingly been incorporated into

critical infrastructure protection initiatives at all levels of

government, from the local through the federal (see, e.g.,

[1–7]). At the local level, grassroots organizations such as

ChicagoFIRST (Financial Industry Resilience and Security

through Teamwork) have been formed to enhance public-

private emergency preparedness, evacuation planning, and

credentialing in the Chicago-area financial sector [8]. The All

Hazards Consortium, a non-governmental organization, has
r B.V. All rights reserved.
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hosted numerous workshops and meetings on critical infra-

structure protection to bring together government agencies

and businesses at the state level [9]. Within the U.S. federal

executive branch, new Department of Homeland Security

(DHS) advisory groups such as the Critical Infrastructure

Partnership Advisory Council (CIPAC) are made up of public

sector and business representatives who meet regularly to

exchange information of mutual interest [10].

Overarching these local, state, and federal-level initiatives,

the White House embraces the private sector as an essential part

of the United States National Security Strategy [11]. The National

Security Strategy conceptually shapes how government and

non-governmental organizations should work together to

achieve security objectives; its scope transcends the local, state,

and federal levels of government. And in two key areas of critical

infrastructure—the operation of commercial facilities and energy

production—recent disasters demonstrate the prominence of
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public-private partnerships. The responses to Hurricane Katrina

and the Deepwater Horizon oil spill, for instance, required

thousands of public and private sector employees to cooperate

and coordinate their actions [12,13]. Thus, from the local level to

the federal level, public-private partnerships are now an indis-

pensable part of critical infrastructure protection.

Despite this progress, public-private partnerships related

to U.S. critical infrastructure protection are now at an impor-

tant crossroads. To date, much attention has focused on the

advantages of public-private partnerships in critical infra-

structure protection. These include reducing duplication of

effort, enhancing public-private sector communication,

increasing efficiency, and ultimately achieving objectives

better than government or businesses acting independently

[14–18]. The benefits suggest that public-private partnerships

will be a significant and enduring part of critical infrastruc-

ture protection initiatives. However, we argue that a pattern

is emerging that may lead to a fracture between the appear-

ance and reality of public-private partnerships related to

critical infrastructure protection. Although some research

[19–21] has focused on specific challenges, comparatively

little attention has been paid to thinking through the issues

facing critical infrastructure protection as a whole. We

maintain that, unless concrete steps are taken to bolster

public-private partnerships in critical infrastructure protec-

tion, they will be much less effective than hoped for by

homeland security analysts.

This article begins by briefly summarizing the evolution

of critical infrastructure protection in the U.S. national

security context since 1997—an evolution that we argue has

come to emphasize public-private partnerships directly

and prominently. The article proceeds to analyze four chal-

lenges to public-private partnerships in critical infrastructure

protection—public-private sector coordination, information shar-

ing, promoting private sector engagement, and cybersecurity—

and argues that there is the potential for a gap between their

apparent and actual success. The article also offers some

recommendations and discusses the need for further research

in the area.
2. Evolution of critical infrastructure
protection

In 1997, U.S. government and private sector leaders took the

first steps in changing the nation’s approach to critical

infrastructure protection. Prior to that time, the importance

of critical infrastructure protection was recognized, but only

for its commercial impact rather than national security

implications. The Clinton administration first saw the need

to re-examine the critical infrastructure in other contexts

[22]. This led to the formation of the President’s Commission

on Critical Infrastructure Protection (PCCIP). By today’s

standards, the PCCIP’s final report appears remarkably

understated:

[W]e have to think differently about infrastructure protec-

tion today and for the future....We found that the nation is so

dependent on our infrastructures that we must view them

through a national security lens....We also found the
collective dependence on the information and commu-

nications infrastructure drives us to seek new under-

standing about the Information Age. Essentially, we

recognize a very real and growing cyber dimension asso-

ciated with infrastructure assurance [22].

The PCCIP membership also foreshadowed the prolifera-

tion of public-private partnerships in critical infrastructure

protection; representatives from AT&T, IBM, the Association

of American Railroads, and Pacific Gas and Electric Company

all sat on the Commission alongside government representa-

tives. Of course, in the fifteen years since the Commission’s

report, much has changed—in large part prompted by the

terrorist attacks of September 11, 2001.

2.1. Aftermath of 9/11

The devastating attacks of September 11, 2001 reinforced the

PCCIP’s findings on the importance of the critical infrastruc-

ture to national security, profoundly underscoring the value

of the PCCIP being composed of public and private sector

officials. As Abou-Bakr [23] notes, 9/11 represented a cata-

strophic breach of national security that involved the use of

private resources (commercial aircraft) in one critical infra-

structure sector (transportation sector) to attack multiple

public and private sector resources, including The World

Trade Center, part of the commercial facilities and banking/

finance sectors; Pentagon, part of the government facilities

and defense industrial base sectors; and associated critical

infrastructure components in lower Manhattan, including

electricity and steam distribution systems, telecommunica-

tions equipment, and components of the New York City

subway system. Thus, 9/11 highlighted the importance of

critical infrastructure protection to confront threats to the

public and private sectors, and it sparked a series of historic

changes in government.

A new idea—U.S. homeland security—began to rapidly

alter the organization of government and the national

approach to critical infrastructure protection. Less than a

month after 9/11 attacks, the White House created the Office

of Homeland Security headed by former Pennsylvania Gov-

ernor Tom Ridge [24]. In 2002, DHS was established [25]. This

new cabinet-level department brought 22 disparate agencies

together under one administrative umbrella. It represented

an extraordinary realignment of public sector resources to

confront natural and man-made threats to the United States.

Among its new responsibilities, DHS became the lead federal

agency for coordinating critical infrastructure protection

activities [26]. However, as time passed, it became increas-

ingly clear that the idea of ‘‘protection’’ itself needed to

evolve. This gave rise to two important changes that continue

to impact public-private partnerships in critical infrastruc-

ture protection today.

First, the idea of ‘‘protection’’ was transformed into an

ethos of ‘‘resilience.’’ This broad concept suggests a more

integrated role for the private sector in protecting the critical

infrastructure. Second, public-private sector collaboration

became the ‘‘new normal’’ for this activity. There is recogni-

tion that joint action by government and business is

needed to achieve resilience. For the public and private
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sectors, each of these shifts further developed and clarified

the understanding of how to effectively protect the critical

infrastructure.

2.2. From protection to resilience

The evolution from protection to resilience can be described

as follows. In its original post-9/11 form, government protec-

tion of critical infrastructure narrowly focused on the events

and circumstances that came before an incident occurred.

Targets were hardened; walls were built; armed guards were

posted; surveillance equipment and intrusion alarms were

installed; the focus was on stopping an incident before it

occurred. In short, protection concerned the ‘‘before’’ rather

than the ‘‘after.’’ This was viewed as a largely governmental

responsibility—which we refer to as the ‘‘government pro-

tects’’ model of critical infrastructure protection.

But the ‘‘government protects’’ model was shown to be

insufficient. One of the most significant deficiencies was that

it neglected the vital role of public-private partnerships in

critical infrastructure protection. For example, dams, nuclear

power plants, and commercial manufacturing facilities are

remarkably complex systems. They make use of a host of

private sector products and services. The notion that govern-

ment alone could effectively protect the wide array of facil-

ities ignores the complexities of the systems. Thus, a new,

more inclusive approach—resilience—replaced the outmoded

‘‘government protects’’ model with an ‘‘everybody protects’’

model of critical infrastructure protection [27].

Resilience places critical infrastructure protection within

an immense network of public, private, non-profit, civic, and

individual actors. The burden of protection is spread among

these stakeholders and, most significantly, to businesses

themselves, which own or operate some 85% of the U.S.

critical infrastructure [28]. The general public also partici-

pates in activities to enhance resilience. The New York City

Metropolitan Transportation Authority (MTA), for example,

launched a public awareness campaign in 2003 called If You

See Something, Say Something. The campaign placed colorful

posters on subway cars—which the DHS has designated as a

part of the critical infrastructure—that encouraged citizens to

report suspicious behavior to police and MTA employees [29].

The If You See Something, Say Something campaign demon-

strates the importance of public engagement in activities to

promote critical infrastructure resilience. The U.S. Federal

Emergency Management Agency (FEMA) also actively

encourages the public to prepare for disasters. Its advertise-

ments stress the importance of having an emergency kit,

preparing a family emergency plan, and being informed

about ongoing emergencies [30]. Individual preparedness

can translate into societal preparedness, which can help

promote critical infrastructure resilience. By engaging multi-

ple segments of society, including the private sector and the

general public, resilience represents a conceptual improve-

ment on the idea of critical infrastructure protection.

Resilience also advances the idea of critical infrastructure

protection in a temporal way. Whereas the ‘‘government

protects’’ model of critical infrastructure protection focuses

on pre-incident prevention, resilience incorporates the idea

of pre-incident prevention and post-incident response. It
concerns both the ‘‘before’’ and the ‘‘after.’’ In the abstract,

resilience is generally helpful for both the public and private

sectors—it means more comprehensive safety. But resilience

also introduces difficult fiscal constraints. Someone has to

pay for resilience to move from rhetoric to reality.

The current global financial crisis impacts U.S. critical

infrastructure protection measures, including the adoption

of resilience. Businesses are making painful choices about

how to trim spending in all areas, including on security

controls. Fiscal constraints are further compounded by the

rarity of major disasters, because large-scale emergencies

have a way of concentrating the attention of public policy-

makers and freeing up money for protection initiatives [31].

But reduced budgets and infrequent major disasters mean

that the attention of policymakers and business executives is

less attuned to critical infrastructure protection. Without this

attention, critical infrastructure protection can become mar-

ginalized. Diminished importance means reduced budgets,

which translate into eroding effectiveness; it is a classic

example of a vicious circle.

Multiple forces are working against the move from protec-

tion to resilience, despite governmental and corporate recog-

nition of the importance of the move. It is in the interest of

the public sector and the private sector to embrace resilience

despite fiscal tightening. But under the current circum-

stances, there is the potential for a split between the

appearance and the reality of public-private partnerships,

undermining the value of public-private partnerships in

critical infrastructure protection.

Unless government and business actually deliver on their

commitments to resilience, the actual value of public-private

partnerships will remain in doubt. As things stand now,

rewards come from a hollow commitment to resilience rather

than genuine changes that could achieve true resilience.
3. Challenges threatening the effectiveness
of public-private partnerships

Public-private sector coordination and information sharing are

foundational in U.S. critical infrastructure protection. Since 9/11,

there has been a remarkable surge in this activity across the

public and private sectors. For example, the CIPAC mentioned

earlier provides a federal-level mechanism for public-private

sector information sharing [32]. InfraGard is a Federal Bureau

of Investigation (FBI)-led initiative dating back to 1996 that now

brings together more than 50,000 public and private sector

representatives working in the area of critical infrastructure

protection [33]. The All Hazards Consortium, a not-for profit

organization, hosts public-private sector workshops on critical

infrastructure protection [9]. These are all positive signs that the

public and private sectors recognize the importance of coordi-

nating and sharing information, and that they are taking action

to achieve mutually beneficial goals. However, there remain a

number of challenges that government and business still need to

overcome. Without greater attention from policymakers, these

challenges will reduce the long-term value of public-private

partnerships.
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3.1. Obstacles to cross-sector coordination

Effective public-private sector coordination in critical infra-

structure protection continues to face challenges. The chal-

lenges result from imprecise contracts that create a

mismatch in expectations, a lack of centralized mechanisms

for coordinating integrated actions, a tendency on the part of

the actors in a partnership to act out of self-interest, and the

prospect of public and private sector actors relying on the

other to bear the costs of the partnership. These obstacles are

present in many areas of critical infrastructure protection.

To better analyze the obstacles, we focus on specific concerns

related to contracts and the agricultural sector.

While useful, contracts are imperfect instruments for

defining public-private sector roles and facilitating coordina-

tion. Unanticipated issues can arise that extend beyond the

scope of a specific contract, prompting the government to

demand products and services from a firm beyond those

defined in the original contract [34]. This leaves the firm with

a range of choices. The firm can reluctantly accept the extra

work without requiring payment, negotiate for extra payment

for the extra work, or it can refuse to do the work. In

certain situations, laws or regulations might compel the firm

to deliver the additional products or services.

But if the firm chooses to reluctantly accept extra work

without negotiating for additional payment, this can lead to cost

overruns, impacting overhead expenses. Representatives of the

firm may also push back against increasing demands from

public sector clients. This is understandable—a firm must protect

its financial interests. But private sector pushback can then sour

relationships between business and government. This can ham-

per coordination by temporarily slowing or reducing cross-sector

communication. Repeatedly delivering goods and services

beyond the original contract terms can lead to contract renego-

tiation. This process requires time and effort, and it risks

delaying or preventing the fulfillment of contractual obligations.

Failures to clearly delineate roles and responsibilities for

public and private sector actors have also led to challenges in

protecting a vital area of U.S. critical infrastructure: the

agricultural sector. The U.S. food supply is recognized as

critical to national security, yet the basic challenge of coordi-

nating security efforts for the food supply remains unsettled

[35]. A 2011 Government Accountability Office (GAO) report

notes that there is no centralized coordination mechanism

for protecting the U.S. food and agriculture sector [36]. At the

federal level, the responsibility for food and agriculture

security is primarily spread among DHS and the U.S. Depart-

ment of Agriculture (USDA), Department of Health and

Human Services (DHHS) and Environmental Protection

Agency (EPA) [36]. Against this backdrop, the USDA is charged

under Homeland Security Presidential Directive (HSPD)-9

with developing a mass zoonotic disease vaccination pro-

gram. The reasoning behind this initiative is that terrorists

could deliberately introduce diseases to kill substantial num-

bers of farm animals, or an ordinary zoonotic disease not

introduced by humans could infect American livestock [36].

Either scenario would harm the U.S. food supply. This would

overwhelm the public sector, which is responsible for the

response, as well as the private sector, which produces the

vaccines [36].
Major coordination challenges in this area of critical

infrastructure protection remain unresolved. Certain vac-

cines have not been produced for cost or logistical reasons.

There are vaccine distribution problems at the state level.

There is confusion about the vaccines stockpiled for agricul-

tural purposes as opposed to the Strategic National Stockpile

(SNS), the national cache of medical supplies for large-scale

public health emergencies [36]. All this underscores the

importance of having centralized coordination mechanisms

in critical infrastructure protection initiatives, and especially

where public-private partnerships are concerned. The diver-

ging interests of government and businesses can sometimes

create role conflicts and confusion. Having a centralized

coordination mechanism to navigate these issues can help

alleviate the challenges by managing the needs of public and

private sector actors.

This type of centralized coordination of critical infrastruc-

ture protection initiatives is important because there is a

general tendency for each participant in a partnership to act

out of pure self-interest and without regard for the partner-

ship, resulting in what has been called the ‘‘tragedy of the

commons’’ [37]. When public and private sector actors part-

ner with each other—even with the best intentions to work

collaboratively—each actor retains a need to look out for its

own interests. These circumstances create an ongoing ten-

sion between individual goals and collective goals [38]. The

tension can affect the choices made by the public and private

sector partners in critical infrastructure protection.

There is also a tendency for individual participants in a

public-private partnership to let others in the partnership

absorb the costs of the partnership. The phenomenon is

similar to what economists call the ‘‘free rider’’ problem

[39]. Specifically, the parties in a public-private partnership

naturally tend to invest less in the partnership, because doing

less helps the individual actors to maximize their net gains

from the partnership. This tendency also influences the

choices of the individual actors in the context of the partner-

ship. It means that, all things being equal, an individual actor

in a public-private partnership will put in the minimum

amount of investment required to sustain the partnership.

For example, persistent challenges in protecting the agri-

cultural sector point to a potential disconnect between the

appearance and the reality of public-private partnerships.

Agricultural security is an important homeland security

priority for government, and billions of dollars hang in the

balance for agricultural firms [40–43]. But basic coordination

of public-private sector efforts to produce animal vaccines

and plan for agricultural emergencies is clearly uneven.

Individual participants in a public-private partnership may

display a commitment to the partnership, but they also face a

tension between individual and collective goals, and they

tend to invest as little as possible in the partnership in order

to increase their own gains from the partnership. A false

sense of security can emerge from this environment, and

lead to organizational apathy over time. The reason is simple:

government and business have few incentives to enhance

coordination if it appears that coordination is already taking

place. This perpetuates the status quo, which means continu-

ing coordination difficulties. The appearance of cross-sector

coordination carries at least two interrelated negative effects.
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First, it can lead to stagnation in true coordination levels.

Second, the stagnation has a way of ‘‘locking in’’ lower

collective levels of security. Both these pathologies harm

critical infrastructure protection efforts.
3.2. Gaps in information sharing

There is also an ‘‘expectations gap’’ in information sharing

between the public and private sectors. Neither sector

appears to be satisfied with the information it receives from

the other. Also, there exists a mutually acknowledged reluc-

tance to exchange sensitive information. A 2010 GAO report

[44] noted that many private sector representatives feel that

the information they receive from the government is generic

and, therefore, not actionable. Additionally, the report noted

that business executives expect to have access to sensitive

government information related to critical infrastructure

protection, but are not receiving it from the government.

How can we explain these findings?

Multiple variables conspire to hinder effective cross-sector

information sharing [45]. An unsettled organizational land-

scape exists in critical infrastructure protection. Personnel

turnover and reorganizations can diminish or erode relation-

ships between public and private sector actors. When one’s

colleagues and counterparts change, new working relation-

ships must be forged with new colleagues and new counter-

parts. This process takes time and can hinder communication.

Moreover, fundamental questions of trust persist. It is extre-

mely difficult to share sensitive information absent trust. This

is true whether the trust comes in the form of something

tangible such as a security clearance, or something less

concrete like a feeling of mutually-shared confidence. Also,

information sharing rarely provides an immediate payoff for

businesses. Prieto [45] labels this the quid pro quo problem, in

which private firms expect measurable benefits from informa-

tion sharing, but do not receive them. This is all further

complicated by a sense in the business community that

government holds back information and does not provide

the ‘‘whole story.’’ Putting aside the value of information, these

issues illustrate the basic challenges of actually sharing

information.

It is useless to talk about public-private sector commit-

ments to information sharing if the sharing cannot occur in a

meaningful way. Over the long term, a false front of robust

information sharing can hide dysfunction and poor results.

After all, government can take satisfaction knowing that, in

the eyes of its stakeholders (i.e., the public), it is sharing

information—even when the information is generic, useless,

and dated in the eyes of the business community. Similarly,

businesses can relax, knowing that they are good stewards of

national security, simply by providing the government with

minimal data pertaining to their own security vulnerabilities.

These approaches can entrench low levels of public-private

sector engagement. Additional information sharing beyond

this low standard is unlikely if it requires increased overhead

spending for businesses, longer hours for government

employees, and barely noticeable benefits. This has the

potential to stunt the growth of public-private partnerships

and jeopardize homeland security.
3.3. Shortfalls in private sector engagement in critical
infrastructure protection

Businesses need incentives to spend on their own protection

measures. To date, DHS has instituted a number of initiatives

to boost the ability of businesses to enter the general home-

land security arena, including the critical infrastructure space

[46,47]. But it is important to distinguish these projects from

how businesses spend money on protecting their own opera-

tions. Since these ideas are conceptually close to each other,

it is easy to confuse the efforts of a business focused on

developing critical infrastructure technologies as investing in

self-protection.

Telling businesses that they must protect or perish may

not be good enough any longer. In 2005, Lewis and Darken

[20] stated that firms will voluntarily opt-in to robust critical

infrastructure protection measures. They maintain that the

notion that critical infrastructure protection is prohibitively

expensive for the private sector is a kind of false choice [20].

Businesses, the argument goes, have a vested interest in the

continuity of operations. Citing the effects of Hurricane

Katrina in the Gulf, Lewis and Darken point out that severe

disruptions can force businesses into bankruptcy [20].

In effect, they maintain that there is a built-in incentive for

businesses to invest in the continuity of operations—not

doing so risks a complete shutdown. While reasonable on

its face, this argument does not hold up to scrutiny. In theory,

businesses are indeed motivated toward self-preservation.

But this ignores the sometimes illogical, non-linear decision-

making patterns of human beings that operate and patronize

the businesses.
�
 First, this idea brushes aside the notion of consumers

gravitating toward the most affordable products and

services regardless of their reliability. A certain proportion

of the population will always choose the cheaper option.

Businesses that invest less in security pass on fewer

security-related costs to consumers. This can provide a

relative price reduction, making a less reliable firm the

more affordable option towards which consumers grav-

itate. In this case, a business has an incentive to remain

competitive and therefore not to invest in additional

protection.
�
 Second, pointing to business failures in the wake of

Hurricane Katrina is hardly sufficient to prompt busi-

nesses to take protective actions. People tend to be

optimistic and forget negative evidence over time. This

tendency impacts the emergency preparedness efforts of

businesses and government entities. It leads to enduring,

well-documented disaster preparedness fallacies that pla-

gue individuals and organizations. These include histor-

ical precedence (e.g., ‘‘It has not happened yet, so it likely

would not happen’’); fallacies of improbability (e.g., ‘‘That

kind of thing does not happen here’’); cost (e.g., ‘‘We just

do not have the funding for it this year’’); cognitive biases

(e.g., ‘‘There have been no disasters recently, therefore, I

am not actively thinking about emergency preparedness,

so preparedness is unimportant’’); cultural norms (e.g.,

particular populations are statistically less inclined to
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trust government authorities or prepare for emergencies);

and prioritization schema (e.g. ‘‘In the big picture, emer-

gency preparedness is not that important right now’’).

Simply stating that it is in the best interest of business to

invest in protection is not enough to overcome these

fallacies.
�
 Third, the return-on-security-investment for a business

ultimately comes from the ability of the business to

continue to generate revenue in the midst of a crisis. This

reality can make it difficult to initially justify the cost of

emergency preparedness measures—a business can only

fully understand the need to spend money on emergency

preparedness measures when it is in the midst of an

emergency. Thus, while the value of investing in emer-

gency preparedness measures is clear, connecting the

initial expense of the measures to potential revenue can

be a challenge.
�
 Fourth, the argument flies in the face of overwhelming

evidence that individuals and organizations continue to be

woefully unprepared for disasters, despite major disasters

affecting businesses year after year [48,49].
Thus, the argument that businesses are naturally moti-

vated to invest in protection overlooks important subtleties.

Businesses are supposed to keep their operations humming

even in the midst of disruptions. They should be self-

motivated to do this and not require government interven-

tion. In a competitive market, however, ensuring the long-

term continuity of operations may take a backseat to gen-

erating short-term revenue. This dynamic can also be exa-

cerbated by other policy conditions, including a hands-off

approach by government with regard to critical infrastructure

protection.

The George W. Bush administration took a market-driven

stance on critical infrastructure protection, with little govern-

ment intervention or regulation entering into the equation.

Survey data reveals that this strategy failed to spur firms to

action [21]. This is largely due to the need for businesses to

keep costs low in order to be competitive. Commercial

pressure is compounded by the general belief that enhanced

security elevates costs, degrades efficiency, does not guaran-

tee reliability, and limits consumer access to goods and

services [21]. This belief provides little incentive for business

leaders to invest in additional security measures. It also

suggests that there is a key role for government in promoting

business engagement in critical infrastructure protection.

But, as DeBruijne and Van Eeten [19] observe, U.S. govern-

ment appeals based on morality, patriotism, or civic respon-

sibility quickly lose their luster when they eat into a firm’s

bottom line. They point out that, while government and

business both agree on the importance of critical infrastruc-

ture protection, the consensus can be remarkably shallow.

Schneier [50] notes that a business executive who suddenly

announces a 25% increase in security spending for the good of

the country would almost certainly be fired. Businesses may

publicly promote their commitment to security but, behind

closed doors, there are limits to their security expenses.

Beyond these limits, genuine (rather than rhetorical)
investment in security is difficult to come by.

A 2008 Congressional hearing on private sector compliance

with a government advisory underscores the challenges

involved in promoting business investment in critical infra-

structure protection.

Threats to the national power grid—technically known as

the Bulk Power System (BPS)—are well-documented [51,52].

Less known is the persistent tension between regulators and

firms related to BPS security. A 2007 DHS test demonstrated

the ease with which a hacker could compromise the BPS. In

the test, technicians were able to remotely break into elec-

trical grid components and deliberately cause them to mal-

function [53]. As a result of the test, the North American

Electric Reliability Corporation (NERC)—a non-profit umbrella

group of power companies—issued an advisory to national

electricity producers [54]. The advisory provided specific

information on the vulnerability exploited by the test. It also

included information on how to remedy the vulnerability.

However, it was up to the individual producers to comply

with the recommendations.

The timeline set for implementation of the guidance was

180 days. More than a year later, the Federal Energy Regula-

tory Commission (FERC)—a government agency—audited 30

electricity producers to check their voluntary compliance

with the advisory. Of the 30 producers audited, only two or

three had fully complied with the advisory and the accom-

panying guidance [54]. The Congressional testimony [54]

focused on this gap in compliance—the prohibitively high

cost to implement the guidance may have been why the

corrections were not implemented more widely.

This instance of non-compliance with clear guidance for

critical infrastructure protection shows why effective incen-

tives are essential. Absent a clear business motivation for

investing in security, it is unrealistic to expect businesses to

spend on increased security measures, especially if the

adjustments also impact overhead expenses. However, there

is also a second, related issue here, which is connected to the

ongoing global economic crisis.

Short-term spending on security and protection reduces

the availability of funds for other needs. Today, this is a

difficult prospect for firms to consider. Layoffs are increasing;

production is slowing; revenues are shrinking [55]. Businesses

are faced with the difficult choice of spending on short-term

survival or making longer-term investments in protection.

Businesses that are in dire straits must gamble—they can

choose to maintain what remains of their operations or cut

into core business activities in the name of improved critical

infrastructure protection. Only the most security-conscious

businesses can be expected to choose the first option. It does

not make sense to worry about security cameras when the

financial core is melting down.

This trend does not bode well for public-private partner-

ships in critical infrastructure protection. It means that

businesses that are focusing on survival are spending less

on security. Over time, and particularly as the economy

begins to recover, this pattern of low spending may become

‘‘sticky.’’ A new norm of not expending budgets on protection

may emerge. Of course, the public sector cannot shoulder the

lion’s share of critical infrastructure protection. But this is the

logical outcome of long-term reductions in business spending
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on security. After all, someone has to pay for protection.

Therefore, for the short and medium terms, it is important to

institute incentives that promote private sector engagement

in critical infrastructure protection.

Dunn Cavelty and Suter [56] have proposed a basket of

incentives and penalties to help build public-private partner-

ships. It is up to the government, they argue, to choose

between regulation, financial incentives, definitions of liabi-

lity, contracts, subsidies, loans, deficit guarantees, issuing

licenses, state insurance, tax relief, and fines. Of course,

some of these tools could present a conflict for government

itself. For example, the government is a large consumer of

electricity, but if these policy tools result in the government

being charged more by electrical companies, then the govern-

ment has helped to achieve one goal (i.e., better cooperation

from the private sector) at its own expense. Nevertheless, this

range of options provides tools for the government to spur

the development of public-private partnerships. It also opens

up a way to increase private sector involvement in critical

infrastructure protection that is more consistent with busi-

ness interests. Rather than appealing to good citizenship or

other values, these choices simply make good financial sense.

Of course, they come with some caveats: it is far from certain

if the list of policy tools is as comprehensive as it could be, or

if its elements could potentially be implemented in an

effective manner. Despite these shortcomings, there is a

pressing need to create workable incentives for private sector

engagement in critical infrastructure protection.

A framework of incentives must support commitments to

cross-sector collaboration. Without incentives, the growth of

public-private sector partnerships will be stymied, because

no business executive interested in maximizing profit would

spend more on protection than what is perceived to be the

minimum necessary to sustain business operations. Busi-

nesses need more than appeals to emotion or goodwill to

meaningfully engage with the government in critical infra-

structure protection. The government must institute effective

incentives to help ensure the long-term private sector com-

mitment to critical infrastructure protection.

3.4. The cyber problem

Effective cybersecurity requires a cultural shift toward close

and continuing public-private sector cooperation. This has

been occurring with increasing effectiveness since the terror-

ist attacks of 9/11. One example is the National Cyber

Security Alliance (NCSA), an organization focused on raising

public awareness about cybersecurity issues [57]. Public-

private partnerships are at the center of the NCSA mission.

The NCSA board includes representatives from well-known

technology companies such as Cisco Systems, Microsoft,

Google, and Facebook [58]. Demonstrating substantial

public-private sector cooperation, the White House and DHS

in 2010 promoted National Cyber Security Awareness Month

(NCSAM), the most visible NCSA initiative [59].

A 2011 hacking incident highlights the importance of

strong working relationships between public and private

sector representatives in the area of cybersecurity. In June

2011, Google disclosed that unknown individuals from China

had illegally accessed the personal email accounts of several
senior U.S. government officials [60]. This was done via

‘‘phishing,’’ a method of fraudulently obtaining a user’s

information through fabricated emails. Google alerted the

FBI about the incident. The White House National Security

Council (NSC) and DHS followed up with Google to assess the

impact of the incident [60]. The national security implications

of the incident underscore why strong working relationships

between public and private sector entities are so essential in

critical infrastructure protection. The relationships can help

foster closer cooperation and information sharing between

the public and private sectors; also, they enable the public

and private sectors to work together more efficiently.

The examples above demonstrate that government agen-

cies and businesses must view collaborative cybersecurity as

an integral part of their daily operations. Despite the positive

steps, challenges remain to effectively address cybersecurity

considerations. Government cybersecurity recommendations

to private industry as well as other government agencies are

often implemented inconsistently. The unresolved challenges

risk the erosion of the value of public-private sector partner-

ships in cybersecurity initiatives.

Challenges also exist to implementing cybersecurity best

practices. In a survey of industrial control system operators,

Permann et al. [61] observed that common security proce-

dures were not being followed consistently. Indeed, Permann

et al. highlighted an important gap between appearance and

reality in the area of cybersecurity. While government agen-

cies and businesses may appear to use relatively uniform

cybersecurity standards, this is not necessarily the case. This

pattern is also visible in the context of the U.S. electrical grid.

The 2008 House of Representatives hearing on the BPS

mentioned in Section 3.3 underscores the difficulty of inte-

grating cybersecurity into other critical infrastructure protec-

tion initiatives [54]. Teams of government scientists identified

a clear electronic vulnerability in the BPS. The officials

drafted a list of remedies to address the vulnerability, dis-

tributed the list to electrical utilities, and provided a timeline

for implementation. Despite these proactive steps, compli-

ance with the recommendations remained low [54]. This gap

suggests that, despite the appearance of public-private sector

cooperation on cybersecurity initiatives, actual cooperation

may be less common than expected [62].

A 2009 GAO report [63] also adds weight to the idea that

effective public-private sector coordination in cybersecurity

may not be as common as it might seem. The GAO report

noted that, while significant efforts are underway to integrate

cybersecurity planning throughout DHS, sector-specific plans

are not being updated with cybersecurity information to the

degree that they should [63]. Tellingly, these plans also

continue to focus primarily on physical threats rather than

cyber threats. The situation persists despite a steady drum-

beat of electronic crimes and attacks on public and private

sector information systems [64]. Like the deficiencies in

addressing BPS vulnerabilities, the GAO report shows a

widening gap between public and private sector approaches

to cybersecurity. Government and businesses inadvertently

undermine public-private partnerships by publicizing their

mutual commitment to cybersecurity initiatives, but they

cooperate in the initiatives and/or adopting their measures

in a minimal way.
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Government emergency management documents high-

light a similarly uneven approach to cybersecurity. Emer-

gency managers will be increasingly needed to handle ‘‘cyber

disasters,’’ but important U.S. emergency management docu-

ments do not reflect this new reality.

Despite the increasing number of cyber incidents, the 2008

National Response Framework (NRF) and National Incident

Management System (NIMS) documents [65,66]—core doc-

trinal publications for emergency managers—hardly

addressed cybersecurity. The NRF briefly describes a cyber

attack scenario as part of a broader discussion related to

emergency planning [65]. NIMS does not mention cyber

issues at all. In contrast, the 2009 National Infrastructure

Protection Plan (NIPP) comprehensively integrates the discus-

sion of cybersecurity [14]. Focused tactical documents, such

as Configuring and Managing Remote Access for Industrial Control

Systems from DHS [67], also show concern for cybersecurity

issues. The gap existing between the emergency manage-

ment and infrastructure protection documents is curious and

deserves further exploration.

It is reasonable to suppose that the gap between the NRF/

NIMS and NIPP reflects differences in disciplinary focus.

Emergency managers and those with otherwise strong con-

nections to incident response may not yet view cybersecurity

as a front burner issue, although this is changing. By contrast,

the NIPP authors, clearly concerned about critical infrastruc-

ture protection, recognize that information and communica-

tions technology is an essential facet of modern life.

This gap is arguably the crux of the cyber problem in

critical infrastructure protection. Effective cybersecurity

requires a shift in culture. It is not enough to consider

cybersecurity in an emergency management context; instead,

it must be viewed as a unifying thread that transcends the

operations of all organizations. Researchers and practitioners

working in the area of critical infrastructure protection (vis- �a-

vis emergency management) already recognize the impor-

tance of this cultural change [68,69]. The reason is simple:

information and communications technology is itself a cri-

tical infrastructure sector. But it is actually emergency man-

agers and other practitioners who do not normally focus

exclusively on critical infrastructure protection that need to

make cybersecurity part of their organizational cultures.

Fortunately, future releases of the NRF and NIMS will likely

integrate additional discussion of cybersecurity. These

updates will help place government and corporate emergency

managers in a better position to understand the relevance of

cybersecurity to their respective operations. Public-private

sector approaches to cybersecurity may become more inte-

grated as a result. This can lead to greater cross-sector

uniformity in planning and incident response, ultimately

benefiting all critical infrastructure protection activities.

Solving the cyber problem thus involves several overlap-

ping areas of concern. It is a given that basic cybersecurity

principles need to be followed by businesses and government

agencies. But emergency managers and other specialists that

do not typically focus on critical infrastructure are in the best

position to actually benefit from the changes. After all,

information and communications technology experts do not

need to be convinced of the importance of cybersecurity.

Rather, non-experts could benefit the most from greater
knowledge of cybersecurity threats. Unless there is alignment

between experts and non-experts in information and com-

munications technology from both government and business,

public and private sector approaches related to cybersecurity

will be out of sync and lose their effectiveness.

The lack of synchronization threatens to lower the poten-

tial value of public-private partnerships. Either the public

sector or the private sector will be in a perpetual game of

catch-up with the other. The process of catching-up and

realigning cybersecurity strategies causes delays. These

delays mean that vulnerabilities will persist for longer peri-

ods of time, increasing the possibility of them being exploited

by malicious actors. This not only harms public-private

partnerships, but also negatively impacts the electronic

defenses of society as a whole.
4. Enhancing the effectiveness of public-
private partnerships

As we have argued, public-private partnerships in critical

infrastructure protection are at an important crossroads.

Despite the potential benefits of public-private partnerships,

there are numerous organizational pathologies that create

the conditions for the partnerships to fall short of expecta-

tions. We suggest five initial steps that can help remove these

pathologies.
�
 Choose collaborative leadership, not regulation: It is clear that

the private sector must fully participate in critical infra-

structure protection in order for both government and

business to achieve the broader homeland security mis-

sion. The BPS vulnerability discussed above underscores

the importance of private sector participation in critical

infrastructure protection, even when the payoffs for that

participation are not immediately obvious. Businesses are

faced with a basic choice of resisting this participation,

which may eventually lead to government regulation, or

engaging in collaborative leadership with government,

which involves jointly re-assessing mutually shared goals,

strategies, and tactics. We support the latter. In fact,

excellent research has been conducted to inform these

efforts. Flynn [21] argues for collaborative leadership

across the public-private sector divide. Government, his

case goes, must directly engage with the private sector to

promote critical infrastructure protection rather than rely

on purely market forces to dictate solutions. Other

research [70] extends this thinking further and proposes

a spectrum of government engagement levels with the

private sector. Values in this spectrum range from total

state control of infrastructure, to a hybrid model of

delegation and negotiation with businesses, to purely

market forces dictating protection levels [70]. Using this

research, government and business can develop a baseline

understanding of what goal-oriented cooperation should

look like, and how their respective roles can evolve in

partnerships over time. This is helpful in bolstering

public-private sector collaboration. It also provides a

foundation for a shared understanding of what needs to

be done to achieve the protection objectives.
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�
 Measure what is really happening—not what appears to be

happening: Government administrators and business

executives should rigorously examine what is really occur-

ring in public-private partnerships rather than what

appears to be occurring. The current gaps in information

sharing with regard to critical infrastructure protection

demonstrate that there is the potential for public-private

partnerships to appear to be more beneficial than they

actually are. To help correct this, there must be consensus

on what the public and the private sectors need from

public-private partnerships to bolster critical infrastruc-

ture protection efforts. With this mutual understanding in

mind, metrics can be developed to measure the genuine

levels of cooperation and information sharing, as well as

outcomes from cross-sector coordination. This basic re-

examination of objectives will help confirm that public-

private partnerships are oriented toward common goals.

New measurements can then track if public-private part-

nerships are producing the intended results for both

government and business.
�
 Focus on quality, not quantity, of information: The gaps in

information sharing discussed above show that both

government and business are dissatisfied with the infor-

mation they receive from each another. The public sector

generally seems to perceive that businesses are holding

back data on their critical systems and facilities. Busi-

nesses find government-supplied information on critical

infrastructure protection threats to be dated, watered-

down, and of little use. This suggests that both govern-

ment and business are following a process-oriented

approach, meaning that they are sharing for the sake of

sharing without paying much attention to what they are

sharing. A goal-oriented approach, by contrast, empha-

sizes the quality of information. A ‘‘meeting of the minds’’

on the type, timeliness, and specific level of detail desired

by government and business with regard to information

related to critical infrastructure protection would go a long

way toward reducing the mutual frustration.
�
 Increase awareness of cybersecurity issues in the emergency

management community: The post-9/11 world is all about

breaking down silos among disparate security functions.

But it is clear that aspects of U.S. cybersecurity (one silo)

have not fully made their way into important federal-level

emergency management publications (another silo). This

suggests that there may be an underdeveloped awareness

in the U.S. emergency management community of the

increasingly important role that cybersecurity plays in

emergencies. Further integrating information on cyberse-

curity into emergency management training materials

would help raise awareness and increase the commitment

to protection efforts. This, in turn, could help increase the

penetration of cybersecurity-related information into

emergency management documents.
�
 Understand resilience: It remains to be seen if resilience will

prove more than just a new buzzword in homeland

security and critical infrastructure protection circles.

While its use remains in vogue, important questions need

to be considered by the public and private sectors, both

individually and jointly. What precisely does resilience

mean to us? What are the challenges we will face in
embracing resilience? How will adopting resilience actu-

ally change the way we operate on a daily basis? And,

perhaps most importantly, can this change be measured?

Our analysis suggests that significant costs will be asso-

ciated with the evolution from critical infrastructure

protection to resilience. At this early stage, it would be

helpful for government and business to determine exactly

what the costs are and who will bear them.

The five steps listed above will not solve all the challenges

facing public-private partnerships in critical infrastructure

protection, but they hold promise. Public-private partner-

ships are indispensable to critical infrastructure protection

and it is vital that policymakers do all that is possible to grow

new partnerships and nurture existing partnerships.
5. Conclusions

Strong steps are being taken in all the critical infrastructure

sectors to bolster coordination and information sharing

across the government-business divide. Despite these steps,

increased attention should be placed on growing and nurtur-

ing public-private partnerships in critical infrastructure pro-

tection. Certain structural challenges indicate that public-

private partnerships focused on critical infrastructure protec-

tion may be on shaky ground. Cross-sector coordination

efforts and information sharing are not delivering

as expected. There is a frustrating lack of financial incentives

that could promote businesses to invest in protection

measures. Meanwhile, uneven public and private sector

approaches to cybersecurity demonstrate that protection

efforts are out of alignment. Left unchecked, these patholo-

gies will promote organizational complacency. Researchers

and policymakers must confront these challenges to unlock

the full potential of public-private partnerships.

Three interesting research questions merit further

examination:
�
 What measurable benefits do government and business

leaders reap from public-private partnerships in critical

infrastructure protection? The ‘‘tragedy of the commons,’’

in which individual actors in a public-private partnership

tend to behave in their self-interest, highlights the need

for success stories related to public-private partnerships

in critical infrastructure protection. The success

stories—accounts of measurable benefits for all the partici-

pants in public-private partnerships—can help stimulate

partnership-oriented behavior by the individual actors in

public-private partnerships. In particular, participants in

public-private partnerships must see how acting for the

good of the partnerships can directly benefit themselves and

their organizations. To generate success stories, focus

groups with public sector officials and business representa-

tives could be used to help explore the differences between

the rhetorical and genuine benefits of public-private partner-

ships. These groups can also provide an excellent setting in

which to examine the advantages and frustrations of cross-

sector partnerships. Data about the measurable benefits of
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public-private partnerships would be immensely useful to

both researchers and practitioners.
�
 How do middle managers and front-line practitioners

perceive public-private partnerships in critical infrastruc-

ture protection? Analyses of public-private partnerships in

this article largely derive from high-level views of organi-

zational activities. But workers at the middle and front

lines of organizations tend to have a more detailed view of

operational realities than senior leaders. Quantitative

analyses of the relevant data could help identify emerging

trends and challenges that may not be readily apparent to

leaders in the public and private sectors.
�
 What metrics can be used to measure the success of

public-private partnerships in critical infrastructure pro-

tection? The information sharing gaps highlighted in this

article underscore the need for metrics to measure the

progress of public-private partnerships in critical infra-

structure protection. Research needs to be done to identify

metrics for success in public-private partnerships. This

challenge is distinct from the identification of success

stories and benefits mentioned above. It is essential to

define the particular advantages conferred on critical

infrastructure protection activities by public-private part-

nerships. But to be truly meaningful, it is vital to actually

measure the strength and effectiveness of the advantages.
Critical infrastructure protection is an enduring homeland

security challenge. With some 85% of critical infrastructure in

private sector hands, government-business partnerships are

indispensable to protection efforts. While numerous gains

have been achieved in public-private partnerships since the

terrorist attacks of September 11, 2001, some inconvenient

truths about the genuine effectiveness of the partnerships

remain latent. It is vital that leaders from the public and

private sectors critically examine the degree to which critical

infrastructure protection partnerships are actually achieving

their objectives.
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